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DETAILED ACTION 

Acknowledgements 

1 . The amendment filed 25 March 2010 is acknowledged. 

2. Claims 37-45 are pending. 

3. Claims 37-45 have been examined. 

4. This Office action is given Paper No. 201 0061 9 for reference purposes only. 

Response to Amendment/Arguments 

5. Applicant's arguments filed 25 March 2010 regarding the rejection of claims 37- 
42 under 35 USC §112, first and second paragraphs have been fully considered but 
they are not persuasive. Applicant states that "...multiple different signatures are not 
generated from only a single secret key and message, as alleged in the Office Action. 
The language in the claims is open-ended and merely identifies a plurality of different 
signature data elements are generated from a secret key data element and a message 
data element. The language does not preclude the use of, e.g., a random number as 
noted above and described in the specification." 

6. However, although the language of the claim does not preclude the use of a 
random number in addition to the recited elements to generate the signature, the claim 
is broad enough to include generating a plurality of different signatures using only a 
single message and key. The scope of the claim is broader than what is supported by 
the specification, as the specification does not describe a plurality of different signatures 
being created using only a single secret key and message. The specification states that 
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the signature elements are generated from a message, a random number, and a secret 
key (See, for example, Specification Paragraph 167-174). 
7. Applicant's remaining arguments with respect to claims 37-45 have been 
considered but are moot in view of the new ground(s) of rejection. 



Claim Rejections - 35 USC §112 

8. The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

9. Claims 37-45 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. Claims 37, 39, and 41 recite "...generating. ..a 
plurality of different signature data elements from a secret key data element and a 
message data element; generating... a plurality of different identification data elements, 
each of the plurality of different identification data elements including a generated 
signature element and the message data element used in the generating of the 
generated signature data elements..." Thus, under the broadest reasonable 
interpretation of the claim, this limitation is broad enough to include generating a 
plurality of different signature data elements from only a secret key data element and a 
message data element. However, the scope of the claim is broader than what is 
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supported by the specification, as the specification does not describe a plurality of 
different signatures being created using only a single secret key and message. The 
specification states that the signature elements are generated from a message, a 
random number, and a secret key (See, for example, Specification Paragraph 167-174). 

Claims 38, 40, and 42-45 are also rejected as each depends on claims 37, 39, 
and 41 respectively. 

10. The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

1 1 . Claims 37-45 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

12. Claims 37, 39, and 41 recite "...generating. ..a plurality of different signature data 
elements from a secret key and a message data element..." This limitation is broad 
enough to include generating a plurality of different signature data elements from the 
same secret key and message data element. A digital signature is a function of the data 
being signed and the key used to sign it (An Introduction to Cryptography, Page 19, 
Figure 1-6). Thus, it is unclear to one of ordinary skill how multiple different signatures 
can be produced when both the data being signed, and a key used to generate the 
signature, are the same. 

Claims 38, 40, and 42-45 are also rejected as each depends on claims 37, 39, 
and 41 respectively. 
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Claim Rejections - 35 USC § 103 

1 3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

14. Claims 37-45 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Asano, et al. (European Patent Application Publication No. EP 1069567, hereinafter 
"Asano") in view of Rabin, et al. (US Patent No. 6,697,948, hereinafter "Rabin"). 

1 5. Regarding claims 37, 39 and 41 , Asano discloses a method of a media 
verification system for identifying recording media, comprising: 

• generating a plurality of different signature data from secret key data and 
message data using a data processing device of the media verification system 
(Asano Paragraphs 37, and 115); 

• generating a plurality of different identification data using the data processing 
device, each of the plurality of different identification data including a generated 
signature data and a message data used in the generating of the generated 
signature data(Asano Paragraphs 37, and 115); 

• assigning one of the plurality of generated identification data to each of a plurality 
of different recording media (Asano Paragraphs 27-28, 37, 43, and 115); 
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• recording one of the plurality of generated identification data to an assigned 
recording media using a media writing device of the media verification system 
(Asano Paragraph 28, 39, 43, and 115); 

• generating verification data from the generated signature data of the identification 
data recorded on the assigned recording media using a public key (Asano 
Paragraphs 35, 46, 51-60 and 115); 

• comparing the verification data to the message data of the identification data 
recorded on the assigned recording media using the data processing device and 
verifying the identification data if the verification data is the same as the message 
data of the identification data recorded on the assigned recording media (Asano 
Paragraphs 55-60); 

• writing an encrypted content to the assigned recording media using a media 
recording device if the assigned recording media is verified in the comparing, 
wherein the media recording device is configured to inhibit writing the encrypted 
content to a recording media having an unverified identification data or no 
identification data recorded thereon (Asano Paragraphs 61, 72, 81-82, 90-92, 
and 115; Claim 1). 

Asano does not specifically disclose storing the plurality of different identification 
data in an electronic memory of the media verification system. Asano further does not 
specifically disclose that the plurality of different signature elements are produced using 
the same message data, and that the signature data element is one of the signature 
elements produced using the same message data. 
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Rabin discloses that a plurality of signature elements (SIGN_TS(HASH_INST_SW)) 
are generated from constant data (NAME_SW incorporated into HASH_INST_SW) and 
a key, and that each of the signature elements is included in a tag along with the 
message data to form an identifier (Rabin Figure 3A; 32:5-40; 33:27-60; 35:66-36:6). 
Rabin also discloses that the unique identifiers are stored on a server (Rabin 6:7-28; 
9:37-50; 14:60-15:31; 18:61-19:40; 34:66-35:5; 37:46-65; 43:13-36; 49:33-50:21; 
56:24-50). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify the method of Asano to include to include storing the unique 
identification information on a server and to use a plurality of signature elements 
generated from a single message in creating identifiers as disclosed in Rabin in order to 
be able to monitor content usage and prevent the usage of content in a manner not 
authorized by the vendor (Rabin 2:60-3:28). 
16. Regarding claims 38, 40, and 42, Asano discloses: 

• generating an identification revocation list, wherein the identification revocation 
list includes identification data (Asano Paragraphs 41-42); 

• recording the identification revocation list to the assigned recording media using 
the media writing device, wherein the media recording device is further 
configured to inhibit writing the encrypted content to the assigned recording 
media if the identification data recorded on the assigned recording media is 
included in the identification revocation list (Asano Paragraphs 43, 53-55). 
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Asano does not specifically disclose that the identification data on the revocation list 
corresponds to an unauthorized recording media. 

Rabin discloses placing identification data corresponding to unauthorized instances 
on a revocation list (Rabin 48:9-17; 56:65-57:7). 

17. Regarding claims 43, 44, and 45, Rabin discloses that the different signature 
data elements are generated from the secret key data element, the message data 
element and a different integer selected from a set having a number of integers equal to 
a number of the different recording media (Rabin Figure 3A; 3:66-4:9; 32:5-40; 33:27- 
60; 35:66-36:6). 

Conclusion 

18. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mohammad A. Nilforoush whose telephone number is 
(571)270-5298. The examiner can normally be reached on Monday-Thursday 10 am - 6 
pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Calvin Hewitt can be reached on (571 )272-6709. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/M. A. N./ 

Examiner, Art Unit 3685 
/Calvin L Hewitt II/ 

Supervisory Patent Examiner, Art Unit 3685 



